QRe
ﬁ CyberPeace
L) lnstitute

=

Quarterly Analysis Report
Q4 October to December 2022

Cyber Dimensions
of the Armed Conflict in Ukraine

‘ '{H“ﬂl nuﬁui Qoa

PAPER

s 4 T'mos ‘BN
uim| hic ' e

’ | & ' ‘l_ 1

© CyberPeace Institute 2023. This report and its contents - text, graphics and images - are fully owned by the CyberPeace Institute,
an independent and neutral non-governmental organization headquartered in Geneva. Contents can be cited and reproduced
provided that the CyberPeace Institute is referenced as author and copyright holder.



TABLE OF CONTENTS

Report Methodology
Trends and Emerging Issues
Ukraine
Facts & Figures
Russian Federation
Facts & Figures
Other Countries
Facts & Figures
Harm and Impact on Civilians and People
Wider Contextual Considerations

References

11

12

15

18

20



Report Methodology

This report focuses on the incidents documented by the CyberPeace Institute in the
fourth quarter of 2022. Therefore, analysis will only cover attacks and campaigns between
October 1 and December 31, 2022. For trends-based analysis, the Institute may refer to
numbers during a wider date range, in this case the dates will be referenced accordingly
in the report.

Information within the report is generated from data collected by the CyberPeace
Institute and made accessible through the Cyber Attacks in Times of Conflict Platform!
#Ukraine. Specific details and sources of information regarding any individual cyber
incidents referenced in this report can be found in the Attack Details? page.

As there is a reliance on publicly available data, the data on documented cyberattacks
has been given a classification of certainty based on the reliability of the information
source. The classification levels are Possible, Probable, and Confirmed?. Additionally, the
CyberPeace Institute distinguishes between singular incidents and campaigns.*

When conducting analysis it is instrumental to accurately communicate probability
in the assessment of our findings and inferences. The CyberPeace Institute uses the
UK's Defence Intelligence standard for conveying probability; the ‘Professional Head of
Intelligence Assessment (PHIA) probability yardstick'.> This scale demonstrates broad
ranges of certainty or uncertainty that can be translated into consistent language; this
language is used throughout this report.

PHIA Probability Yardstick

remote highly unlikal realistic likely or highly almost
chance unlikely y probability probable likely certain

Source: United Kingdom College of Policing
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Trends and Emerging Issues

Ukraine

The CyberPeace Institute documented 249 cyber incidents against entities in Ukraine
between January and December 2022. With 71 incidents impacting 16 sectors in Q4,
there has been a 18.4% decrease in incidents compared to the previous quarter. This
decrease is driven by a decline in substantiated incidents targeting Ukrainian entities by

pro-Russian hacktivist collectives.

Trends

DDoS attacks account for 87.3% of all
incidents.

Hacktivist collectives account for 91.4% of
all incidents targeting entities in Ukraine.

The most targeted sector in Ukraine was
the Financial sector which saw a 116.7%
increase compared to Q3.

Two campaigns were attributed to
Russian state-sponsored threat actors:

- Gamaredon, attributed to Russia’s
Federal Security Services® conducted
a phishing campaign’ emulating the
State Special Communication Service
of Ukraine. It distributed malware,
including an info-stealer.

- Sandworm, attributed to Russia's
foreign military intelligence,® distributed
“Prestige” ransomware,®  targeting
Ukrainian organizations in the

Transportation sector.

Emerging Issues
New malware

- The Microsoft Threat Intelligence Center
has identified a campaign by Sandworm
using “Prestige” ransomware to target
organizations in the Transportation sector.

- The author(s) of the “Azov”data wiper
malware" ? falsely claim the malware
was created by well-known security
researchers, which they deny. It directs
the targets to these researchers for
the decryption keys. The malware is
distributed through pirated software,
key generators, and adware bundles.

- “Somnia” malware attributed to the
threat actor From Russia with Love
(FRwL )" steals Telegram session data to
access users' accounts. The account is
then used to transfer VPN connection
configuration files to users and gain
access to corporate networks.

Notable threat actor activity

- A 71.7% decrease in incidents attributed
to the People’s CyberArmy.

- An 88.9% increase in incidents attributed
to Anonymous Russia and a 240% increase
in incidents attributed to NoName057(16).

- Kill[Net announced the creation of a
forum that would unite all pro-Russian
threat actors.
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The Financial sector was targeted the most in Q4, with Ukraine's Public administration
seeing a 52.2% decrease in attacks. The CyberPeace Institute noted increased attacks
against the Transportation, Trade, and Administrative/Support sectors.

Media coverage of pro-Russian threat actors continued in Q4, with the leader of Zaryaq,
a hacking collective, giving two interviews to a Russian news outlet™ and a Russian
radio station.” Furthermore, Russian government officials continued drawing attention
to Russian threat actors by declaring the need to create a state-sponsored Russian
“People’s Cyber Front”"” or simply uniting the already-active Russian threat actors under
one umbrella®. Lastly, the Deputy of the Russian State Duma, Dmitry Gusev, announced
that Russian threat actors must be assigned military ranks due to their performance.”

Notable incidents in Ukraine

Disruption
December 3, 2022

Possible three-day-long DDoS
campaign against the servers of a
Ukrainian telecommunication company.
NoNameO057(16) claimed responsibility
for the campaign. The impact included
disrupted accessibility to the online

resources of the targeted organization.?°?
222324
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Trends and Emerging Issues

Russian Federation

The CyberPeace Institute documented 178 cyber incidents against entities in the
Russian Federation between January and December 2022. With 26 incidents impacting
11 sectors in Q4, there has been a 45.8% decrease in incidents compared to the previous
guarter, marking a second consecutive quarter of declining incidents against entities in

the Russian Federation.

Trends

The ICT sector was targeted the most in
Q4 with six incidents.

The Public administration was the second
most targeted sector, with four incidents;
attacks against the Financial sector
continue to persist with four incidents
detected in Q4, down from 10 in Q3.

For the first time since the start of the
conflict, the CyberPeace Institute has
detected several attacks claimed by pro-
Russian threat actors against Russian
entities.

Emerging Issues
New Malware

Kaspersky L ab detected a cyberespionage
campaign against  major  Russian
companies. An unknown threat actor
conducted the campaign through
phishing emails targeting the companies'
employees. The emails included a Word
file titled "deferment from mobilization".
A macro was activated upon opening the
Word file, downloading malware on the
target's device.?

Notable threat actor activity

The National Republican Army, a
Russian-based collective opposing the
government of President Putin, has been
active both in the physical and digital
world and published their manifesto in
August 2022.% In the physical world, they
have taken credit for sabotaging activities,
such as setting cars and mobilization
centerson fire. In Q4, the threat actor took
credit for two significant cyberattacks,
both reported by a Ukrainian newspaper
with no further corroborating information.
These incidents were a ransomware
attack against a major Russian software
development company;* 22 #® and an
alleged supply-chain cyberattack against
Russian ICT companies, providing services
in the area of national security to the
government of the Russian Federation.*®
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https://www.kaspersky.ru/about/press-releases/2022_zloumyshlenniki-obeshayut-otsrochku-ot-sluzhby-sotrudnikam-krupnyh-rossijskih-kompanij?ysclid=l9pbcvqyb760749947
https://www.kyivpost.com/world/russian-citizens-wage-cyberwar-from-within.html
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While cyberattacks against Russian entities decreased by 45.8%, the impact of the
incidentswas more pronounced thanthosein othercountries. The personalinformation
of more than three million Russian citizens and millions of lines of additional personal
information emerged in the public domain due to several hack and leak operations.

There is a realistic probability that pro-Ukrainian threat actors mostly targeted Russian
ICT organizations because of the impact international sanctions have had on Russia's
ICT sector. According to one article, "sanctions and the mass exodus of multinational
corporations have eroded the industry's access to foreign capital and technology.”
Russia's Minister of Digital Development, Communications and Mass Media stated that
about 100,000 Russian IT specialists have left the country since the start of the conflict.*?
Furthermore, Western countries have banned the export of Western-made software to
Russia.*® To mitigate the impact of those sanctions, the Russian government announced
a plan to finance the transition®** to Russian-made software while also creating a
department for the trade of pirated content.*®

Among the incidents against entities in the Russian Federation, the CyberPeace Institute
discovered for the first time several attacks claimed by pro-Russian threat actors. KilINet
targeted SecuritylLab, an online Russian cybersecurity news outlet, which shared a
report arguing that Kill[Net has limited DDoS capabilities. This attack caused a dispute
between pro-Russian threat actors XakNet and KillNet, resulting in DDoS*¢ attacks being
conducted by both threat actors against each other.

Mirai, a threat actor operating within the Kill[Net collective, claims to have targeted a
Russian technology giant, referred to as Russia's alternative to Google. It is realistically
probable that the attack occurred due to media information about the company's
intentions of restructuring its business independently of Russia.*” Lastly, citizens of the
Republic of Dagestan protested the partial mobilization, which caused PHOENIX, a pro-
Russian threat actor, to conduct DDoS attacks against their government’s website.*8*°
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https://tgstat.ru/en/channel/@phoenixinform/818

Notable incidents in Russian Federation

Disruption
October 7, 2022

A Russian banking and financial services
company headquartered in Moscow
repelled a DDoS attack that lasted 24
hours.4°

October 11, 2022

The IT Army of Ukraine conducted a
cyberattack against a regional electric
grid company, servicing the power grids
of St Petersburg and Leningrad. 42 45 44
According to the IT Army of Ukraine,
the attack caused a power outage in
St Petersburg and Leningrad whilst
according to Russian news sources, the
attack was neutralized, only causing minor
disruptions to the operability of some of
the target’s online resources.

November 18, 2022

The Belarusian collective Cyber Partisan
claims to have conducted a cyberattack

against the Russian federal executive
agency responsible for monitoring

and controlling Russian mass media,
including its internal network. The impact
of the cyberattack is disputed. According
to the threat actor, they allegedly stole
2 terabytes (TB) of information and
encrypted the employees' workstations.
According to a press release by the
targeted organization the cyberattack
was manageable, the perpetrators did not
gain access to classified information, nor
critical infrastructure, and the employees’
workstations were not encrypted.* 4647

November 29, 2022

Probable week-long DDoS campaign
against a Russian bank. The IT Army
of Ukraine claimed responsibility for
the attack, which reportedly caused

temporary difficulties in the performance
of banking applications. Impacted
applications allegedly included payments
for fines and taxes, currency transfers and
the bank’'s mobile application.#® 490

Data
December 15, 2022

NLB, a pro-Ukrainian threat actor, leaked
information of 1.5 million clients of a
Russian online platform providing travel
services.” NLB allegedly published three
files containing information on 1.5 million
clients, 400 000 orders, and the personal
information of 900 000 tourists, including
full names, passport details, phone
numbers, IP addresses of users, and other
personal and sensitive information.

October 2,2022

The National Republican Army threat
actor claimed to have stolen copies of all
of the targeted ICT organization’s data
following a ransomware attack, including
but not limited to credentials for bank
accounts and personal accounts, sensitive
employee information, phone numbers,
addresses, contracts, and proprietary code
for the target's clients and software.>2>3

October 18, 2022

The National Republican Army threat
actor claimed to have committed a supply
chain attack against an ICT organization.
An unconfirmed media report indicated
the hackers had “accesstothearchitecture
networks, databases, cloud solutions, and
otherinformationthatisof keyimportance
to the Russian Government” >
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November 8, 2022

Pro-Ukrainian threat actors allegedly
conducted a hack and leak operation
against a Russian social media video
service. Four files consisting of tables with
2 million rows were published in the public
domain, containing data such as mobile
phone and the registration date of users,
information about the device from which
they logged in, the type of connection,
associated third-party service identifiers,
such as the VKontakte ID, and other
information. The leaked data includes
data up to July 1, 202236

Disinformation and Propaganda

December 31, 2022

The IT Army of Ukraine claimed
responsibility for an alleged campaign
resulting in the defacement of the
websites of at least seven Russian district
administrations. The impacted websites
displayed the New Year's speech of the
President of Ukraine.®”
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Trends and Emerging Issues

Other Countries

The CyberPeace Institute documented 464 cyber incidents between January and
December 2022 against entities in nation-states that are not the two belligerent states.
With 239 incidents impacting 16 sectors in Q4, the CyberPeace Institute notes a 368.6%
increase in attacks against states outside the two belligerent states compared to the

previous quarter.

Trends

DDoS attacks account for 98.7% of all
incidents.

Entities in 27 different countries were
targeted in Q4, an increase of 421 %
compared to Q3.

In Q4, the most targeted entities by pro-
Russian threat actors were in Poland (70
incidents), Latvia (32 incidents), and the
United States of America (22 incidents).

The Public administration is the most
targeted sector in Q4, with a 203.6%
increase compared to Q3, continuing the
trend set in Q1 and Q2 of 2022.

The Transportation sector remains a
high-priority target for pro-Russian
threat actors, with an increase of 31.3% in
the incidents compared to Q3.

The third most targeted sector was the
Administrative/Support sector, with a
200% increase in attacks against it. The
Financial sector saw a 20% decrease in
attacks compared to Q3.

Emerging Issues
New malware

As per attacks against entities in Ukraine,
entities in the Polish Transportation
sector were also targeted by the "Prestige"
ransomware.

Notable threat actor activity

The CyberPeace Institute notes an
increase in the activities of pro-Russian
threat actors, with NoName057(16)*
being the most active threat actor for the
second consecutive quarter, with 46.6%
attributed attacks out of all incidents.
Anonymous Russia has also increased
their activities by 472.7% compared to Q3.

Anonymous Russia is a pro-Russian
threat actor allegedly founded® by
individuals who left the KillNet collective.
The Telegram channel of the threat actor
was created on July 10, 2022, and has been
consistently active ever since. Anonymous
Russia specializes in DDoS attacks against
entities outside the two belligerent states.

Anonymous Russia has a DDoS-as-a-
sevice tool advertised in the threat actor’s
Telegram channel. On September 29,
Anonymous Russia announced they had
joined the KillNet collective. Nevertheless,
Anonymous Russia continues to claim
responsibility for incidents on its Telegram
channels, so the CyberPeace Institute
tracks them under their name.
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The CyberPeace Institute noted a 368.6% increase compared to Q3 in the activities of
pro-Russian threat actors against entities outside the two belligerent states. The increase
in attacks is likely associated with increased collaboration between pro-Russian threat
actors.®

After the noted decrease in the activities of pro-Russian threat actors, and their
announcement for the preparations of more complex actions in Q3, the CyberPeace
Institute noted a 46.6% increase compared to O3 in the activities of NoName057(16),
and 472.7% increase in the activities of Anonymous Russia. In Q3, Anonymous Russia
and more than a dozen other pro-Russian threat actors joined the Kill[Net collective.®®
Nevertheless, the CyberPeace Institute continues to document the attribution of
incidents according to the ownership of the channels the incidents were announced on.

Attacks against entities in Poland, Latvia, and the United States of America increased
significantly, by 169.2%, 113.3%, and 266.7% respectively, compared to Q3. In contrast,
attacks against Lithuanian entities decreased by 46.7% in Q4, compared to Q3 when
pro-Russian threat actors targeted Lithuanian organizations the most.

Cyber incidents targeting entities in Poland

Incidents targeting Polish entities represented 29.3% of all recorded incidents in Q4
against non-belligerent states. Furthermore, 40% of all incidents recorded against the
Public administration sector were conducted against the Polish state administration.
Nearly half of the incidents against Polish entities occurred in the first two weeks of
November, which is highly likely connected to the increased geopolitical tensions
between the governments of Poland and the Russian Federation:

- Firstly, on October 30, TASS published an announcement by a Russian representative
of the occupied region of Luhansk stating that Poland will soon annex the Western
parts of Ukraine.®?

- On November 2, the Polish Defense Minister announced that Poland has begun
building a wall on the border with Kaliningrad, Russia's European enclave.®®

- On November 4, during the commemoration of Russia's National Unity Day,
celebrating a Russian uprising that freed Moscow from Polish-Lithuanian occupation
forces on November 4, 1612, President Putin repeated the announcement made by
TASS, emphasizing Polish expansionism into Ukraine as a threat.®*

Cyber incidents targeting entities in Latvia

As in Q3, Latvian organizations were amongst the most targeted by pro-Russian threat
actors, highly likely caused by the continued support of the Latvian government towards
Ukraine. Latvia's Minister of Foreign Affairs tweeted on October 11 that the country
provides the most significant monetary support for Ukraine's military, proportionate to
its GDP, amongst all of Ukraine's allies.®> Additionally, on November 29, Latvia's foreign
minister spoke in favor of NATO allowing Ukraine to attack military targets inside Russian
territory®®. Latvia has also supported Ukraine's media®” while banning a Russian TV
channel operating within Latvia's territory.®®
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Notable incidents

Disruption
October 5, 2022

KillNet claimed responsibility for a
confirmed DDoS campaign targeting the
websites of 12 states in the United States
of America. The impact resulted in a
temporary inaccessibility to the websites.”®

October 10, 2022

KillNet claimed responsibility for a probable
DDoS campaign targeting the websites of
48 American airports. According to news
media reports, the campaign successfully
disrupted the operability of 14 websites.”

October 15, 2022

KillNet and Anonymous Russia claimed
responsibility for a confirmed DDoS
campaign targeting the websites of 24
Bulgarian entities operating in six sectors,
including the ICT, Transportation, and
Financial sectors in Bulgaria. The impact
was temporary inaccessibility to the
websites.”

November 11, 2022

KillNet claimed responsibility for a
possible DDoS campaign targeting two
Greek ministries, allegedly impacting the
operability of 800 websites. According to
Greek media, the campaign blocked the
online system for medical prescriptions
during the weekend. As a result, doctors
and pharmacies could not provide
medication via that system.”®

November 23, 2022

Anonymous Russia claimed responsibility
for a confirmed DDoS attack against the
servers of the European Parliament.

The impact was inaccessibility to the
website of the European Parliament for
several hours.”

December 15, 2022

NoNameO057(16) claimed responsibility
for a confirmed DDoS attack against the
website of the lower house of Poland’s
parliament. The impact was temporary
inaccessibility to the welbsite.”
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Harm and Impact on Civilians and People

The CyberPeace Institute documented
34.8% more DDoS attacks in Q4 compared
to Q3. Apart from singular incidents
with a more noticeable impact, DDoS
attacks conducted by pro-Russian threat
actors have had a relatively low impact,
temporarily blocking the connectivity
to the targets’ websites. As noted by the
EclecticlQ Threat Research Team,”® the
pro-Russian collective Kill[Net has limited
DDoS capabilities, stemming from the
highly probable lack of experience of its
members. Nevertheless, KillNet, through
its attacks, actively amplifies the Russian
narrative set by Russian government
officials. According to the OECD, "Russia’s
disinformation campaigns purposefully
confuse and undermine information
environments. Their efforts seek to cause
confusion, complicate efforts to reach
consensus, and build support for Russia’s
goals, while undermining the legitimacy
of Ukraine's response."””

Evolving cyber threats of pro-Russian
threat actors

There have already been some signs
of the preparation for more complex
cyberattacks. In a security alert, Microsoft
warned of a future intensification of
cyberattacksbypro-Russianthreatactors.”
The head of Microsoft's Digital Threat
Analysis Center suggeststhat duetoalack
of military success, pro-Russian and state-
sponsored threat actors will intensify their
activities against Ukrainian and European
critical infrastructure, which can directly
impact civilians and people. The "Prestige"
ransomware attack against entities in
the Transportation sector in Ukraine

and Poland” is an example of Russia’s
willingness “to use its cyberweapons
against organizations outside Ukraine in
support of its ongoing war”.8 According
to media reports, Dragos, an American
cybersecurity company, Russian-affiliated
threat actors Xenotime and Kamacite
have been conducting exploratory
research into the systems of Dutch
liquified natural gas (LNG) terminals in
Rotterdam.?’ Furthermore, Microsoft's
security alert aligns with a recent report by
Finland's security services®, warning of an
intensification of maliciouscyber activities,
more specifically, cyberespionage
campaigns, by pro-Russian actors.

The CyberPeace Institute documented
several DDoS attacks conducted by pro-
Russian threat actors against entities
in the Russian Federation. The likely
reason for those attacks was either the
distribution of news deemed hostile to the
Russian Federation, such as the reporting
of EclecticlQ research into Kill[Net's low
DDoS capabilities by a Russian news
media&3 or anti-conflict protests in
Russian Republics, such as the DDoS
attacks against Dagestan's main website.

The impact of incidents conducted by
pro-Ukrainian threat actors

Although the attacks attributed to pro-
Ukrainian threat actors were fewer than
those attributed to pro-Russian threat
actors, the impact of attacks against
entities in the Russian Federation
was more pronounced. It is likely that
the reason for the higher impact of
cyberattacks allegedly committed by pro-
Ukraine threat actors, mainly the [T Army
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of Ukraine, is the latter's status as a state-
backed collective that also uses DDoS
crowdsourcing offensive tools.®4

In  Q4%, pro-Ukrainian threat actors
conducted several hack and leak
operations, releasing the personal data of
nearly three million Russian citizens into
the publicdomain.Asnotedinthe previous
report for Q3, hack and leak operations
pose a multitude of risks to governments,
civilians and the general population.

According to a recent announcement
for the media by the Russian service for
intelligence of data leaks and monitoring
of the darknet DLBI (Data Leakage &
Breach Intelligence), the data of around
three-quarters of Russia's citizens was
leaked into the public domain throughout
2022, including 99.8 million unique email
addresses and 109.7 million unique phone
numbers.® 8 As stated by the head
of DLBI : “password reuse attacks are
becoming a real headache for information
security services. Logins and passwords
that comply with password strength
guidelines get leaked, and then collected
by hackers and used to attack corporate
and government resources. In particular,
a similar scheme was used by Ukrainian
"Hacktivists" in several recent attacks on
the websites of Russian departments”.®’
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Wider Contextual Considerations

Other research

During Q4, several entities researched
and investigated one of the most active
pro-Russian threat actors, Kill[Net. Some
of the investigations®® & focused on their
founder: an unknown person going by
the pseudonym "KillMilk". Whilst other
research focused on KillNet's structure,
development, and targeting such as
research by SocRadar,®° EclecticlQ,”
Groupsense®? and SingCert.*

Carnegie Endowment for International
Peace published three reports on the
cyber conflict within the context of the
conflict in Ukraine:

- A report into the mismatch between
expectations and reality of Russian
cyber operations,®*

- An evaluation of the International cyber
support for Ukraine,®

- An evaluation of the impact of Russia's
Wartime Cyber Operations.®®

The European Union Agency for
Cybersecurity published its annual report
on the status of the cybersecurity threat
landscape in 2022, in which it discusses
the consequences stemming from the
conflict in Ukraine.®”

Research conducted by the cybersecurity
company Positive Technologies
discovered that the large majority (96%)
of Russian companies that formed part
of their research sample are vulnerable
to intrusions from an external attacker.
Furthermore, the research found that 86%
of the sample's Local Area Network was
vulnerable to even low-skilled attackers.®®

Lastly, the non-profit organization Access
Now published a report on Internet
shutdowns in Ukraine®. The report argues
that Internet shutdowns in Ukraine are
part of the broader Russian military
strategy and have been implemented in
four stages:
1. Destroying civilian telecommunication
infrastructure.
2.Rerouting’® internet traffic and seizing
communication equipment.
3.Imposing censorship and surveillance.
4.Using shutdowns and blackouts as
retaliation.

Events

One of the most important events in
Q4 was a change in the leadership of
the Russian army in Ukraine”' After
General Surovikin took the lead, aerial
bombardment became a key tactic in
Russia's offensive, resulting in several
Internet shutdowns caused by power
outages or the targeting of the Internet
infrastructure.102105104

The attention of the Russian media and
government officials towards pro-Russian
threat actors has increased in Q4. The
head of the State Duma Committee
on Information Policy of the Russian
Federation argued in favor of Russia
opening a full-fledged IT front against
Ukraine, targeting Ukraine's critical
infrastructure, albeit clarifying that he
is not talking about targeting civilian
infrastructure.'> After that, the State
Duma deputy proposed the creation
of a "People's Cyber Front", highly likely
suggesting the creation of an entity
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similar to Ukraine's IT Army of Ukraine.!°®
The Duma's deputy also proposed the
assigning of military ranks to Russian
hackers.?” Lastly, in December, the Deputy
Chairman of the State Duma Committee
on Information Policy, Information
Technology, and Communications
declared the need for creating a cyber
army within the structures of Russia's
military.1o®

Economic sanctions, military aid, and
public statements

Sanctions and statements

Along with the Eighth and Ninth EU
packages of sanctions against Russia,® ™
several other countries implemented
additional sanctions in Q4. A more
thorough timeline of sanctions is available
at S&P Global.™

Several statements increased tensions
between non-belligerent states and the
Russian Federation. The Latvian Foreign
Minister urged the supply of offensive
weapons to Ukraine and called for a
greenlight for Ukrainian strikes against
Russian military infrastructure within the
territories of the Russian Federation. The
European Parliament declared Russia a
state-sponsor of terrorism."™

Other  countries announced their
continued support for Ukraine, such as
Greece™ Moldova™ announced a new
agreement of cooperation with Ukraine in
air defense and improved border control.
In early November, NATO announced that
their next leaders' summit would be in
Lithuania in July 2023.1¢

Military aid

Several countries announced additional
military aid to Ukraine, including the
United States of America,"” Bulgaria,"™®
Finland,™ Slovakia,'?° Canada,”?
Denmark,”? Netherlands,'** Japan,?* and
the Czech Republic.*

INn Q4 incidents were documented against
entities in all of the aforementioned
countries except the Netherlands,
Denmark and Japan. It is worth noting
that entities in both Denmark and Japan
were targeted by cyberattacks related to
the conflict in Q3 2022.
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